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ABSTRACT:
Today's Internet ecosystem and the digital economy relies on bulk collection of the data
about us, data generated by us, and data around us. An increasing variety of data sources,
from social media to IoT devices, are aggressively queried and integrated into blackbox
profiling and analytics algorithms. While some of the derived inferences may be beneficial
to the user, the adopted approach is jeopardising the individuals' privacy and security, while
sacrificing resources such as their bandwidth and energy.
In this talk, I present a number of examples where a user-centred approach can be utilised by
cyber physical systems to provide privacy-preserving analytics, while preventing excessive
resource usage and personal information leakage. I will then demonstrate the Databox
system; an open source, privacy-aware personal data platform which enables a scalable,
collaborative and transparent ecosystem for household and IoT data analytics, actuation, and
Human-Data Interaction.
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