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Abstract:

This talk will discuss three ongoing projects that together show how machine learning can
help us stay more secure online, but also how it could be used by attackers.

First, we show that state-of-the-art face-recognition algorithms are vulnerable to physically
realizable and inconspicuous attacks, which allow an attacker to evade recognition or
impersonate another individual. We develop a systematic method to automatically generate
such attacks, which are realized through printing a pair of eyeglass frames.

Second, we harness neural networks to model the strength of text passwords. To prevent
users from creating weak passwords, we must detect such passwords at creation;
unfortunately, existing methods for measuring password strength are too inaccurate or too
inefficient for this. We show how a neural network can be trained to accurately and quickly
measure password strength and then shrunk to fit in a web page for easy deployment.

Third, we revisit exactly what makes people comfortable (or not) with online tracking. We
show that understanding this in detail makes it feasible to use classifiers to selectively stop
unwanted online tracking while still allowing its beneficial uses.
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examining how advances in machine learning can lead to a more secure future.
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