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Abstract:

Programming efficient asynchronous systems is challenging because it can often be hard to
express the design declaratively, or to defend against interleaving-dependent bugs such as
data races and other assertion violations. Previous work has only addressed these challenges
individually, either by designing a new declarative language, or a new data race detection
tool, or a new testing technique. We present P#, a language for high-reliability asynchronous
programming co-designed with a static analysis and testing infrastructure. We will describe
our experience using P# and its effectiveness in finding bugs in production systems. For
example, in a collaboration between MSR and Azure Storage, the team successfully
uncovered a subtle data replication bug in the Azure Storage system using P#. The bug was
due to a rare distributed race condition, which made it very difficult to identify, reproduce
and troubleshoot using conventional testing methods.
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