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Abstract:

Despite the growing usage and the increasing reliability of the speaker verification systems,
they are shown to be vulnerable to spoofing attacks. In a spoofing attack, an invalid user
attempts to gain access to the system by presenting counterfeit or 'fake' speech sample(s) as
the evidence of a valid user. Counterfeit speech can be synthesized from text, converted
using speech of another person (e.g., an attacker), or simply replayed using some playback
device such as a mobile phone. It was shown that such attacks are very successful in
spoofing the state of the art verification systems with false acceptance rates reaching higher
than 90%. To detect spoofing attacks, one needs an extensive dataset that has both genuine
and spoofed data, a system that would successfully detect such attacks, a reliable measure of
the detection performance, and a way to integrate (fuse) attack detection into existing
biometric systems.

In this talk, I present the first publicly available dataset (AVspoof:
https://www.idiap.ch/dataset/avspoof) that contains presentation attacks (aka replay attacks)
for speech data. The dataset can be used to train and evaluate verification, anti-spoofing, and
fused systems. I discuss several state of the art approaches for detecting audio spoofing
attacks and compare their performances on the data from AVspoof dataset. I also show some
demos using open source toolbox Bob (http://idiap.github.io/bob/) and explain how one can
create a verification or an anti-spoofing detection system with reproducible results.
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