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Abstract:

Complex computer networks are usually protected by multiple firewalls that limit access into
and out of network zones. Firewall configuration is tedious and error-prone, and most
systems allow unneeded and/or undesired access. Software tools that analyze firewall
configurations and determine connectivity can help identify which flows are permitted
through the system, and whether any of these flows violate desired access policy.

We have developed such atool, called NP-View. Thistalk describes a number of
algorithmic problems, foundational algorithmic complexity issues, and solutions we have
developed in an effort to make connectivity analysis feasible on systems with many
firewalls. These problems include

- means by which all flows that are permitted in a network can be discovered

- means by which all flows that do not follow a baseline policy can be efficiently identified
- means by which firewalls from different vendors, with different behaviors can be
integrated in asingle analysis

- means by which the 1P address spaces in device configurations can be anonymized so that
the computation can be done in the cloud while preserving address space privacy.

Thetalk concludes with abrief demonstration of NP-View.

P.S. David will also share some information about University of Illinois's foothold at
Singapore --- ADSC, and multiple open research positions available at ADSC.
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